Security, Pins, & Passwords

How to Be Safer on the Wild &
Crazy Internet

This used to be wy friend Tom.
But he used "password" as his
password and his identity
was stolen.




Security, Pins, & Passwords

* Always keep your Anti Virus up to date

* Never click on links in your email unless you’re
sure of the sender

| Chase Online Bani{ihg Sec—urity Notification SM - Message (HTML) (=3 DX |

! File Edit View Inset Format Tools Actions Help |
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From: JPMorgan Chase & Co [onlinebanking@chase.com] Sent: Tue 4/5/20116:27 PM
To: jchuber @ix.netcom.com
Ca:

Subject: Chase Online Banking Security Notification SM

CHASE € I

WELCOME BACK TO THE CHASE ONLINE SERVICE

>

Dear Online Banking Customer,

You have exceeded the maximum number of logon attempts and your account has been locked.
Please log on below to confirm your account details and reinstate your access.

m

Log on

Regards

M | Chase Online Helpdesk

© 2011 JPMorgan Chase & Co
EQUAL HOUSING LENDER
Member FDIC
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Look for the lock in the address bar

’ | https://www.bankofamerica.com/ ,0 ~ @& Identified by Ve... 0 W

View Favorites Tools Help

Coyle-The Real Review E 1-Google |@ 2-WSJ) & | 3-Drudge i 4-eBay &

Never give remote access to someone you
don’t know to your computer

Use Malwarebytes to clean your computer
from malware, trojans, etc.

If you start having problems, act immediately
to remedy it
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e Most used Pins:
1. 1234 (10%)

1111

0000

1212

7777

1004

2000

4444

9. 2222

10. 6969

e Least Used Pin
— 8068

ONOUhAWN
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Contact your bank or credit card company and
change your pin at least twice a year.

Look around you when you enter your pin to
make sure no one is paying unusual attention

If you lose your card, contract your bank or
credit card company immediately

Check your charges and bank account online
often
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The 25 Most Common Passwords of 2012

password
123456
12345678
abcl123
qwerty
monkey
letmein
dragon
111111
baseball
iloveyou
. trustnol
1234567
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N
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=
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14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.

sunshine
master
123123
welcome
shadow
ashley
football
jesus
michael
ninja
mustang
passwordl
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Use passwords of eight characters or more
with mixed types of characters

Avoid using the same username/password
combination for multiple websites

Especially risky is using the same passwords
for social, email and financial services

Do not use basic, personal information

Keep your passwords in a secret place that
isn’t easily visible
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A Guide for what a Password should not include

Your name

Your spouse’s name

Your parent’s name

Your pet’s name

Your child’s name

Names of close friends
Names of fantasy characters
Your boss’s name
Anybody’s name

Computer operating system
Hostname of computer
Your phone number

Your license plate number

VVVVVVVVVYVYVYY

Any part of your SS number
Anybody’s birth date

Any information about you
Words such as wizard, guru, etc.
Any computer user name

A word in the English dictionary
A word in a foreign dictionary

A place

A proper noun

Passwords of the same letter
Simple patterns on the keyboard
Any words spelled backwards

Anything beginning or followed by
a single digit
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Guidelines of Good Passwords

Both Upper & Lower Case Letters

Have Digits and/or Punctuation Characters
Easy to Remember

At Least 7 or 8 Characters Long

Can Be Typed Quickly

Should Be Changed Every 60 — 90 Days
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* If you’re having trouble remembering your
passwords, try using a Password Management
Program

— Keepass

— 1Password

— Password Safe
— Lockecrypt

— Roboform

— LastPass
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* Pros-

— You don’t need to remember dozens of passwords,
only one

— They create strong, secure passwords

— Each password is unique - and encrypted
— Works on multiple programs and platforms
— Manages your passwords for you

— Stored in the cloud, so they’re safe

* Cons-
— You’re Locked Out if you forget the Master Password
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* Tonight we’re going to review LastPass

v Sign in to LastPass

LastPassEXExa

DOWNLOAD FEATURES WHY LASTPASS? SUPPORT ABOUT US ENTERPRISE

Effective, secure, and easy
: _CNet - Forbes - Lifehacker - Mashable

The Last Password You'll "
Have to Remember! (57 Pownioad Lastpass

LastPass is a password manager that makes web browsing easier and more secure.

70 2 900 (o (ER svmb-n’@’w

Get LastPass Premium!

($12 per year - that's $1 a month!)

* EASIER SAFER

é

@) EVERYWHERE SECURE —[ - MULTI-PLATFORM



https://lastpass.com/

